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I. INTRODUCTION'

“Democracies die behind closed doors.” — Judge Damon Keith, from his opinion in Detroit Free Press v. Ashcroft.?

The Freedom of Information Act® (“FOIA”) was enacted in 1966 and established the first meaningful right of access to
information in the possession of federal agencies. “The basic purpose of the FOIA is to ensure an informed citizenry, vital
to the functioning of a democratic society, needed to check against corruption and to hold the governors accountable to
the governed.” The FOIA is implemented in three parts: (1) basic agency information must be published in the Federal
Register;? (2) other material information® must be made generally available to the public, usually via agency “reading
rooms” or the Internet; and (3) any information not falling within category (1) or (2), and that is not excluded or exempted
from disclosure by the FOIA, may be obtained by filing a written request with the appropriate agency.” This third prong
represents the heart of the FOIA — that the public should be allowed access to any agency records unless protected by a
statutory exemption or exclusion.

The decision to withhold information in response to a FOIA request is a matter of agency discretion; withholding is not
mandatory.® Persons who believe that they have been improperly denied access under the statute can file suit in a federal
district court after exhausting any available administrative appeals.” The United States Department of Justice (“DOJ”)
oversees FOIA policy and issues guidelines to assist federal agencies in processing FOIA requests and any related litigation.
FOIA policy is often established in a memorandum issued by the Attorney General early in each presidential administration,
and sets forth when agencies can anticipate that the DOJ will defend an agency denial of a FOIA request.!® The Obama
Administration’s policy, announced in early 2009, is that the “Department of Justice will defend a denial of a FOIA request
only if (1) the agency reasonably foresees that disclosure would harm an interest protected by one of the statutory exceptions,
or (2) disclosure is prohibited by law.”!" For comparison purposes, the FOIA policy of the prior two administrations is
available on the Internet.'?

Il. THE NUTS AND BOLTS OF FOIA.

A. FOIA Applies to Each Federal Agency.

“Agency” is defined as “each authority of the Government of the United States”'* including each “executive department,
military department, Government corporation, Government-controlled corporation, or other establishment in the executive
branch of the Government (including the Executive Office of the President), or any independent regulatory agency . .. .""*
Congress, the courts of the United States, the governments of the territories and possessions of the United States, and the
government of the District of Columbia are specifically excluded from FOIA coverage." In addition to the text of the statute
and applicable case law, the legislative history of the FOIA is an important source for determining which agencies fall within
FOIA coverage. By legislative history, the Postal Service, the Postal Rate Commission and Amtrak are subject to FOIA,
but the Corporation for Public Broadcasting is not. Thus, Big Bird is safe. Executive Branch offices that assist the President
are generally not subject to FOIA.!'® While each agency must be “examined anew and in its own context”'” in determining
whether it is subject to FOIA, the following determinations have been made:

* Subject to FOIA — the Government Printing Office; the Office of the Pardon Attorney; the Cost Accounting Standards
Board; the Federal Home Loan Mortgage Corporation; Amtrak; and the United States Parole Commission.

* Not subject to FOIA — the National Security Council; the Office of Counsel to the President; the National Academy of
Sciences; the Red Cross; and the Council of Economic Advisors.

B. What Constitutes an Agency Record.
Congress has not supplied a definition of “agency record” in the FOIA.'"* However, the Supreme Court has held that in
order to qualify as an agency record, the agency must: (1) create or obtain the requested material; and (2) be in control of the
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material at the time the FOIA request is made.'” Agencies cannot be forced to create records, undertake research or answer
questions raised by FOIA requests.”® Several court decisions draw fine lines in determining what constitutes an agency
record. Appointment calendars, schedules, and telephone message slips have been held not to be agency records because
they were for the personal use of the employee and not incorporated into the agency recordkeeping system.?! “[D]ocuments
are typically not agency records under the [FOIA] unless and until they are included within material controlled, created,
approved and utilized by the agency itself.”?? Section 9 of the OPEN Government Act of 2007, discussed below, clarifies that
an agency “record” includes any information that is in the possession of a private party pursuant to a government contract
for purposes of records management (if such information would be considered an “agency record” if in the agency’s actual
possession).?

Any person, partnership, corporation, association, citizen, resident alien, foreign national, foreign corporation, foreign
government and even federal prisoner may make a FOIA request. Formal requirements for FOIA requests are minimal.
Requests must be in writing, should reference the FOIA, and be directed to the appropriate FOIA unit within the agency.
Some agencies have a “catch-all” address for requesters who are unsure of which particular FOIA unit within the agency the
request should be directed.?* The request should also contain a reasonable description of the records sought. The description
need not be exact; it just needs to contain enough information to reasonably allow the agency to locate the desired records.?
As discussed below, requesters should note that, in certain situations, agencies are authorized to charge an hourly fee
to search for the records, and additional fees for photocopying and computer time. Thus, the more accurate the original
description, the lower the eventual charge. Requesters should undertake some basic investigation into the agency to attempt
to identify agency forms and record-keeping methods to increase the accuracy of their FOIA request.

FOIA requesters should also follow any agency-specific requirements; these are typically listed on each agency’s website.
In addition, the DOJ’s website is also a good source for basic FOIA information, such as a list of the principal FOIA contacts
at each agency, an extensive guidebook for making a FOIA request and copies of the DOJ’s Annual FOIA Litigation and
Compliance Report to Congress.?® A careful review of agency requirements may prevent unnecessary delay as misdirected
FOIA requests generally do not start the twenty working day response period until they are redirected to the proper FOIA
office.”’

C. Publication and Avdilability Requirements.

Section 552(a) describes two kinds of information which must be widely available. First, the statute requires that certain
information must be published in the Federal Register, such as agency rules, policy statements, organization and procedures.?®
Second, materials such as administrative opinions, staff manuals and policy statements must be made available to the public
at large.” Information made available under this section is usually called “reading room” material.** The purpose underlying
these “automatic” public disclosures is to avoid creating “secret (agency) law . . . .”*! This insures that the public has access
to the same information relied upon by the agency in its decision making processes, and to the regulations and policies
underlying these decisions.*? Section 552(a)(3) subjects all other types of records — except for narrow exceptions within
subsections (b) and (¢) of the FOIA — to disclosure when the agency receives a proper FOIA request.®

I1l. PROCEDURE, TIMING AND FEES

A. Procedure and Timing.

All FOIA requests should be sent by certified mail, return receipt requested or by some other method that provides proof
of delivery,* and directed to the FOIA office within the agency, or the designated FOIA official. Agencies are required by
Executive Order 13,392, and the OPEN Government Act of 2007 to designate a Chief FOIA Officer who is tasked with
“agency-wide responsibility for efficient and appropriate compliance.”* By statute, the agency has twenty (20) working
days from the date of receipt to respond to a proper FOIA request. Extensions of time can be obtained by the agency if the
information requested is “voluminous” or if there is a need to coordinate with another agency “having a substantial interest
in the request.”¢

The time period begins when the request is received by the proper FOIA office within the agency. If the request is directed
to the wrong FOIA office within the agency, the time period is tolled for up to ten working days to allow a transfer to the
proper FOIA office.”” Under the OPEN Government Act of 2007 (“OPEN Government Act”), an agency can no longer reject
a request on the basis that it was directed to the wrong office within the agency.*® However, an agency can continue to reject
requests directed to the wrong agency.®

Once the request is at the proper agency and FOIA office, the agency may toll the twenty working day time period by
making one (and only one) inquiry of the requester for additional information that seeks to clarify the original request.*’ The
time period is also tolled while the agency clarifies with the requester any issues regarding assessment of fees.*! Both of
these tolling periods end upon the receipt of a response from the requester. Under the OPEN Government Act amendments,
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if the agency fails to respond within the time period allowed, applying the time periods and tolling rules mentioned, it may
not assess search or duplication fees for responding to the FOIA request.** Thus, agencies have a minor financial incentive to
respond within the statutory period, although given the tremendous backlog* and the de minimus amount of money that the
government actually receives in FOIA fees, this portion of the OPEN Government Act may have little impact on the speed
with which agencies respond to FOIA requests.*

Many agencies are backlogged with months of pending FOIA requests. For example, in 2008, it took the FBI an average
of 119 days to respond to a “simple” FOIA request; a “complex” request required 271 days. The oldest FOIA request still
pending with the FBI in 2008 was received in February, 2006.* The U.S. Court of Appeals for the District of Columbia
Circuit (the “D.C. Circuit”) has approved a general policy of tackling these requests on a “first in-first out” basis, unless the
requester can convince the agency to expedite the request.*

Requesters may be able to convince the agency to expedite a request. Each agency is directed by the E-FOIA amendments
to promulgate regulations providing for the expedited processing of requests upon a showing of a “compelling need” or
in any other case the agency deems appropriate under its own regulations.*” A “compelling need” can be shown in one of
two ways: (1) by establishing that his or her failure to obtain the records quickly “could reasonably be expected to pose
an imminent threat to the life or physical safety of an individual;” or (2) if the requester is a “person primarily engaged in
disseminating information,”® by demonstrating that an “urgency to inform the public concerning actual or alleged Federal
Government activity” exists.* If applicable, requesters should include a claim for expedited handling in their initial FOTIA
request.

A final agency determination of the request to expedite is required within 10 days.” If the 10 day period runs without a
decision, the requester may, in certain circumstances, also consider his or her administrative appeal constructively exhausted®!
and file suit.>> FOIA requesters should take care to ensure they have actually or constructively exhausted their administrative
appeals before filing suit as exhaustion of a prescribed administrative remedy is required in FOIA cases.™

B. FOIA Fees.

The current FOIA fee structure has been in place since 1987 and defines three categories of fees: search costs, duplication
costs and review costs. Requesters are divided into four categories: (1) commercial use; (2) educational and non-commercial
scientific institutions; (3) representatives of the news media; and (4) all other requesters.**

Level (1) requesters pay for searches, duplication and review of the records. Level (2) and (3) users pay only duplication
costs. Level (4) users pay “reasonable” costs for searches, and duplication costs. The Office of Management and Budget
(“OMB”), which oversees FOIA fees, has issued guidelines that allow all non-commercial requesters to receive the first
100 pages of duplication and the first two hours of search time free of charge.”® As set forth in the OPEN Government Act,
agencies are prohibited from assessing search fees (and duplication costs as to Level (2) and (3) requesters) if the agency
fails to respond to a proper FOIA request within twenty (20) working days.

C. Avdilability of Fee Waivers.

Agency fees should be waived for the good of the public if the request is “likely to contribute significantly to public
understanding of the operations or activities of the government and is not primarily in the commercial interest of the
requester.” “[I]f the information disclosed is new, supports public oversight of agency operations, including the quality of
agency activities and the effect of agency policy or regulations on public health or safety, or, otherwise confirms or clarifies
data on past or present operations of the government. . . .”, a fee waiver request is likely to be looked upon with favor.’¢ Any
noncommercial requester should ask for a fee waiver in its initial FOIA request, and reference the above waiver language. If
the fee waiver request includes “why the requester wanted the administrative record, what they planned to do with it, [and]
to whom they planned on distributing it . . . .”, the requester has made out a initial case for a fee waiver and the burden then
falls upon the agency to justify its denial.’” The agency will generally be limited to the reason(s) set forth for denial in its
initial response to the FOIA request and will not be allowed to “supplement” them at a later date during litigation.

IV. THE NINE STATUTORY EXEMPTIONS

There are nine “exemptions” to the FOIA.3® These exemptions set forth the information contained in a record that can be
withheld in response to a FOIA request. If a record includes information that is subject to release as well as information that
is protected from public disclosure by a statutory exemption, the agency should redact the exempt parts and comply with
the remainder of the request.* Section 12 of the OPEN Government Act requires that when an agency redacts information
before providing it to a requester, the agency must also disclose the applicable FOIA exemption under which the information
was redacted.®® The nine statutory exemptions are:
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A. National Security Matters, § 552(b)(1)

Agencies may withhold from disclosure all national security information that has been properly classified. In order to
fall within Exemption 1, the requested records must be specifically authorized by executive order to be “secret.”®! Next,
the records must have been correctly placed within that category by the agency. Any information that, if released, “could
reasonably be expected to cause damage to the national security,” should be withheld.®

In 1973, the Supreme Court held that documents, once classified by an agency, were per se exempted from disclosure under
FOIA.® In response, Congress amended the FOIA in 1974 to provide a means of judicial review of agency classification
determinations. Typically, the agency will submit an affidavit to the court for in camera review, setting forth the details of its
classification decision. Substantial weight must be accorded to the agency’s affidavit.® Courts have shown great deference in
this area, given the “magnitude of the national security interests and potential risks at stake.”® The U.S. Court of Appeals for
the District of Columbia Circuit has noted that judges “lack the expertise necessary to second-guess such agency opinions in
the typical national security FOIA case.”® Prior to 1986, the courts had unanimously deferred to an agency’s classification
of a document. Since that time, courts have occasionally found that documents classified by an agency did not properly
qualify for “secret” status.®’

Some types of agency information are so sensitive that knowledge of its very existence may pose a threat to national
security. Publicly, the response to this type of request will be that the government can “neither confirm nor deny” the
existence of the records. This response has acquired a nickname, the “Glomar response.”®® A request for any information
regarding United States involvement in subverting local governmental bodies in Nicaragua might be the type of FOIA request
receiving a Glomar response.® The use of a Glomar response was specifically approved in Executive Order 13,292.

Executive Order 13,292 also allows each agency to determine the length of time a record should be kept secret, and
mandates 10 year reviews of this determination. A record should typically not be kept secret for longer than 25 years.
Documents classified under previous executive orders usually must be challenged under the executive order in existence
when they were created.” There are provisions which allow the agency, in its discretion, to reclassify older documents using
the new executive order.”' Suffice it to say that in the post-9/11 world, successful FOIA challenges to records classified
“secret” by an agency authorized to so declare are few and far between.

B. Internal Personnel Rules and Practices, § 552(b)(2)

Exemption 2 allows the agency to withhold two basic types of information, classified in government jargon as “Low
2” and “High 2” information. To qualify for this exemption, the information must first be an internal agency practice or
personnel rule. Second, the information must fall within one of the following two categories:”

“Low 2” information consists of matters so routine or trivial that they could not be subject to “a genuine and significant
public interest.””* Examples of “Low 2” information include agency sick leave policies, regulation of lunch hours, and other
routine internal personnel matters.” More significant information, like Air Force Academy Cadet honor code proceedings,
is not included.” “Low 2” information can be withheld because the burden placed on the agency to respond to the request
is greater than the public benefit realized from its disclosure. However, if the information sought “sheds significant light”
upon an agency rule or practice, the material should be released.”

“High 2” information is not trivial. On the contrary, this information may be withheld because disclosure risks
circumvention of a lawful agency regulation. The U.S. Court of Appeals for the District of Columbia Circuit has held
that “High 2” information must be: (1) predominantly internal; and (2) its disclosure “significantly risks circumvention
of agency regulations or statutes.””” Any public interest in disclosure is legally irrelevant in this analysis.”® For example,
security procedures for Supreme Court Justices are deemed to fall within the “High 2” exemption.” In the post-9/11 era,
agencies have come to rely upon this exemption, based upon DOJ guidance that “High 2” information may affect national
security interests.®

C. Exempted by Other Statutes, § 552(b)(3)

Agencies may withhold information under Exemption 3 that is “specifically exempted from disclosure by statute, provided
such statute: (A) requires that the matters be withheld from the public in such a manner as to leave no discretion on the
issue, or (B) establishes particular criteria for withholding or refers to particular types of matters to be withheld . . . .”8! Only
federal statutes are included in this exemption; the Federal Rules of Civil Procedure, federal regulations, and state statutes
are not covered by Exemption 3.3 The 1996 E-FOIA amendments require that agencies include citations to the specific
statutes that prohibit disclosure under FOIA in their annual reports to Congress.*

In order to qualify, a federal statute must fall within one of the two categories outlined above. Statutes that have qualified
under subpart (A) include Federal Rule of Criminal Procedure 6(¢e),* §§ 706(b) and 709(e) of Title VII of the Civil Rights
Act of 1964,% and the Census Act.®

Most cases involve subpart (B) statutes. This subpart allows withholding based upon statutes that “provide criteria” for
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withholding information or “refer to particular matters” to be withheld. The Consumer Product Safety Act has been held to
“provide criteria” sufficiently for subpart (B) status.®’” The Supreme Court has held that § 102(d)(3) of the National Security
Act of 1947 “refers to particular matters” with sufficient specificity to qualify.®® Section 222(f) of the Immigration and
Nationality Act also refers to particular matters to be withheld, i.e. documents “pertaining to the issuance or refusal of visas
or permits to enter the United States.”®

Congress has also enacted statutes that specifically prohibit public disclosure of records under the FOIA. For example,
the Homeland Security Act of 2002% prohibits FOIA disclosure of critical infrastructure information voluntarily submitted
to the federal government for homeland security purposes; 31 U.S.C. § 5319 prevents the Secretary of the Treasury from
disclosing currency transaction reports; and the Bureau of Alcohol, Tobacco and Firearms (“ATF”) is prohibited from
producing gun sale database information under the FOIA.*!

D. Confidential Commercial Information and Trade Secrets, § 552(b)(4)

This exemption provides protection for “trade secrets and commercial or financial information obtained from a person
[that is] privileged or confidential.” The dual aim of the exemption is to “protect the interests of both the government and
submitters of information.”

For purposes of applying Exemption 4, the U.S. Court of Appeals for the District of Columbia Circuit has adopted the
common law definition of trade secret as “a secret, commercially valuable plan, formula, process, or device that is used
for the making, preparing, compounding, or processing of trade commodities and that can be said to be the end product
of either innovation or substantial effort.” This definition of “trade secret” is narrower than the definition set forth in the
Restatement of Torts.”

The second category protected under Exemption 4 is information that is “commercial or financial,” and “obtained from a
person,” and “privileged or confidential.” All three criteria must be present for information to qualify for this exemption.

1. “commercial or financial”

These two terms have been held to possess their “ordinary meanings.”* Records are considered commercial so long as
the submitter has a commercial interest in them. Financial records do not need to solely pertain to business or commercial
records, as personal financial records fall within the definition as well.”

2. “obtained from a person”

A person, as defined in the FOIA, can be a “wide range of entities” and includes a corporation, a foreign government,
a state government agency, and an Indian Nation or Tribe. A “person” has been held to be just about anything with the
exception of the federal government.”

3. “privileged or confidential”

The two terms here are not synonymous. The term “privileged” in Exemption 4 is based upon some recognized privilege
existing under the law. Very few cases discussing the “privileged” portion of Exemption 4 have been reported. In one case,
legal documents generated by lawyers for the Hopi Indians were granted Exemption 4 status because they were protected by
both the attorney-client and attorney work product privileges.”” The United States District Court for the Eastern District of
Missouri found that “adverse impact analyses,” prepared by the submitter’s attorneys, were still protected from disclosure
under Exemption 4.°® The court rejected the argument that the submission of attorney-client privileged documents to the
agency destroyed the attorney-client privilege.”

In contrast to the limited case law discussing “privileged” information, the definition of “confidential” information has
preoccupied much of the case law generated under Exemption 4. Two important U.S. Court of Appeals for the District of
Columbia Circuit decisions have defined what material may be considered confidential, and thus exempt from disclosure.'®
Information is considered “confidential” if the release of the information would have either of the following two effects: (1)
it may make it more difficult for the government to get necessary information in the future, or (2) it may cause substantial
harm to the competitive position of the submitter.!”!

The first category is referred to as the “impairment” prong. As a general rule, the impairment prong is satisfied when an
agency demonstrates that a FOIA request seeks information that was submitted to the agency by a third party and that, in the
future, such entities would not provide this type of information if it were subject to public disclosure.'”> The agency must
demonstrate that the potential impairment would be “significant,” as a “minor” impairment is insufficient to overcome the
disclosure obligations underlying the FOIA.'®
The second prong is called the “competitive harm” prong. This prong protects entities that have submitted financial or
commercial information to an agency from any competitive disadvantages that would result from publication. The agency
is allowed to “exercise its judgment in view of the nature of the material sought and competitive circumstances in which the

71



submitter does business,” but “no actual adverse effect on competition need be shown.”'** Pursuant to executive order, if
the agency believes that the FOIA requires release of submitted records, it must contact the submitter before disclosure. The
submitter then has an opportunity to object to the proposed release and seek judicial relief to prohibit such disclosure.'®

In Critical Mass, the U.S. Court of Appeals for the District of Columbia Circuit issued a much criticized ruling that
broadly protects information submitted to the government on a voluntary basis.! According to the court, the two-part
“impairment” and “competitive harm” test set forth above only applies to information that was submitted to the agency
under a legal compulsion. In contrast, information that was voluntarily submitted to the agency can only be released if the
information is of a type that is customarily disclosed to the public.'”” Since Critical Mass was decided, any corporation
seeking maximum protection for information it may have to turn over to the government now has a significant incentive to
“voluntarily” provide the information requested by the agency rather than wait to be compelled by legal process or court
order.

E. Internal Agency Memoranda, § 552(b)(5)

Exemption 5 excludes from disclosure “inter-agency or intra-agency memorandums or letters which would not be
available by law to a party . . . in litigation with the agency.!® Thus, the exemption incorporates the rules of civil discovery
into the FOIA.!'® If the agency could properly refuse to produce the requested record in a civil lawsuit because it could assert
a recognized privilege, the agency can refuse to produce the document under the FOIA. The Supreme Court has held that
the exemption encompasses both statutory and common law privileges.'°

The three privileges most often claimed by agencies under Exemption 5 are the “deliberative process” privilege, the
attorney work product privilege, and the attorney-client privilege. The “deliberative process” privilege is designed to
protect the “quality of agency decisions.”!!! Three policy considerations underlie the “deliberative process” privilege: (1)
to encourage open and frank discussions of agency policy; (2) to protect against premature disclosure of proposed agency
policy until adoption; and (3) and avoid public confusion potentially caused by a premature disclosure of inaccurate or
incomplete agency reasoning behind agency actions.!'? The “deliberative process” exemption is essentially the equivalent of
a “self-critical analysis” claim that is often asserted in civil litigation. The U.S. Court of Appeals for the District of Columbia
Circuit has affirmed the government’s right to claim that records were protected by the deliberative-process privilege. In
Judicial Watch, Inc. v. Dept. of Energy, the court held that the deliberative-process privilege applied even though the task
force was not a federal agency.!'?

As a general rule, the attorney work product privilege applies to any documents that have been prepared by an attorney in
anticipation of litigation and the attorney-client privilege applies to confidential communications between an agency and its
attorneys. These privileges apply as they would to any private citizen.""* In National Council of La Raza v. Department of
Justice, the U.S. Court of Appeals for the Second Circuit found that the DOJ’s constant and consistent reliance upon a legal
memorandum to justify a change in interpretation of an immigration law was sufficient to show that the DOJ had waived
any claimed privilege by adopting the memo as the basis for its policy.'

F. Personal Privacy, § 552(b)(6)

Exemption 6 is one of two exemptions that protect personal privacy — the other being Exemption 7(C). Exemption 6
protects individuals’ “personal and medical files and similar files.” The term “personal and medical files” is self-explanatory.
In recent years, “similar files” has been interpreted broadly to encompass all information “that applies to a particular
individual” and meets the threshold requirement for Exemption 6 protection.!'® This broad definition of “similar files” has
been applied to prevent the disclosure of a tape recording of the last words from the Space Shuttle Challenger crew.'’

If the requested records can be rendered unidentifiable by redacting portions thereof, then Exemption 6 may not apply.
If the agency can eliminate personal identifiers by a redaction, the record should be made available."® If records containing
personal information are requested, and the information cannot be redacted, the agency or the reviewing court must apply
a balancing test.

In applying this balancing test, the agency must first determine whether a privacy interest exists. If the agency can’t
identify one, then the information must be released. If a privacy interest can be found, the agency must then decide whether
a real “public interest” in disclosure exists. The agency must then weigh these two opposing considerations. If the public
interest weighs heavier, release is mandated.'"’

The Supreme Court’s application and explanation of the balancing test in United States Department of Justice v. Reporters
Committee for Freedom of the Press'*® and subsequent cases shows that even a minimal privacy interest will often be found
to outweigh the public’s interest. Reporters Committee lays out principles that should be considered under both Exemption
6 and 7(C). Reporters Committee involved a FOIA request for arrest records of persons involved in organized crime and
political corruption in Pennsylvania.

In the Reporters Committee analysis, the Court first determined whether the information requested was private. Next,
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the Court identified the public interests to be considered in the balance. Importantly, in identifying these interests, the
Court looked only to those the Court found Congress intended the FOIA to address, i.e. public awareness of the “agency’s
performance of its statutory duties.”!?! The Court dismissed the FOIA requester’s claim that disclosure would help expose
public corruption involving elected officials. In applying this balancing test, the Court held that the records were exempt
from disclosure under Exemption 7, noting that the balancing test must be limited to the “core purpose” of the FOIA,
“namely to shed light on an agency’s performance of its duties.” Thus, in Exemption 7 cases where anything other than
the agency’s performance of its duties is at stake, even a minimal privacy interest will prevent disclosure, no matter how
otherwise noble.

In Department of State v. Ray, the Court continued to narrow the interests that would be applied on the “public interest”
side of the FOTA balancing test.!?? At issue in Ray were notes of interviews conducted by the State Department with Haitian
refugees that had been returned to Haiti after seeking asylum in the United States. The FOIA request was made by a lawyer
who wanted the notes to help establish that the Haitian refugees were being persecuted upon return to Haiti, contrary to
Haiti’s representations to the United States, and to further assist a human rights group in re-interviewing the refugees. The
Court, applying Reporters Committee, upheld the State Department’s application of Exemption 7 because the release of the
notes and identities of the refugees “would not shed any additional light on the Government’s conduct of its obligations.”
Thus, the refugees’ own privacy interests were used to deny release of the requested records to an attorney working to assist
these same refugees.

In the intervening years, the Reporters Committee case has been used by the Supreme Court as a basis to reject FOIA
requests for lists of federal employees, sought by a labor union to assist in an organizing campaign; a list of persons that
had indicated an interest in an Oregon desert, sought by a conservation group; and White House Deputy Counsel Vincent
Foster’s autopsy photographs, requested by the group “Accuracy in Media.”

G. Law Enforcement Investigations, § 552(b)(7)

This exemption protects “records or information compiled for law enforcement purposes . . . .”'* However, the exemption
only protects the records or information when they also fall within one or more of six sub-categories.'?* The “law” to be
enforced within the meaning of this exemption includes both civil'® and criminal statutes,'?® as well as those statutes
authorizing administrative proceedings.'”’” In the post-9/11 world, “law enforcement” is broadly defined to extend to areas
touching upon issues of national and homeland security. For example, the U.S. Court of Appeals for the District of Columbia
Circuitupheld the DOJ’s refusal to make available a list of the names of certain 9/11 detainees on the basis that the information
had been compiled for “law enforcement purposes” even though such information had traditionally been public.'”® In fact,
information that was not initially obtained or generated for law enforcement purposes may still qualify under Exemption 7
if it is subsequently compiled for a valid law enforcement purpose at any time prior to “when the Government invokes the
Exemption.”'*

The Supreme Court has expansively construed the reach of Exemption 7 in its interpretations of the phrase “law
enforcement” purposes. In FBI v. Abramson, the Court held that summaries of information supplied to the White House were
“law enforcement records” even though they were compiled for political purposes (to “name check” prominent liberals).'*

There are six subparts, (A) through (F), to this exemption. Information which “could reasonably be expected to interfere
with law enforcement proceedings” is protected from disclosure under subpart (A)."*! The government must show that an
enforcement proceeding is actually pending, and that release would cause an “articulable” harm.'** “The principal purpose
of Exemption 7(A) is to prevent disclosures which might prematurely reveal the government’s cases in court, its evidence
and strategies, or the nature, scope, direction, and focus of its investigations, and thereby enable suspects to establish
defenses or false alibis or to destroy or alter evidence.”'** Furthermore, the requested records may be withheld even when
the FOIA requester is not the subject of the enforcement proceedings, if such disclosure would interfere with other ongoing
proceedings.'**

Subpart (B) protects material that may interfere with the right of a criminal defendant to receive a fair trial. One case to
feature application of this exemption specified two conditions necessary to invoke the subpart. “[T]he government bears
the burden of showing: (1) that a trial or adjudication is pending or truly imminent; and (2) that it is more probable than not
that disclosure would seriously interfere with the fairness of those proceedings.”'** Obviously, when the trial is over, such
protected material will lose its protection.

Personal information that can be found in law enforcement records is protected by the subpart (C) exemption. The
articulated standard, as in Exemption 6, is whether the information “could reasonably be expected to be an unwarranted
invasion of personal privacy.” Despite the similar language, Exemption 7(C) is different from Exemption 6, covering more
information and lending itself more easily to “categorization.”!3¢ “In determining whether Exemption 7 applies to particular
material, the Court must balance the interest in privacy of individuals mentioned in the records against the strong public
interest in disclosure.”"?” Individuals have a “strong interest in not being associated with alleged criminal activity.”'*® Thus,
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information regarding third parties mentioned in law enforcement records is universally exempt.'* The identities of people
who were subjects of an investigation, those who were consulted by investigators, as well as law enforcement personnel
involved in the investigation, are protected as well. Rarely, and only where there has been obviously illegal behavior on the
part of law enforcement, courts have allowed access to the names of the officials involved.!* The privacy interest here is a
substantial one, and is not extinguished by the passage of time as in Exemptions 7(A) and (B). The Reporter’s Committee
case, outlined under Exemption 6 above, contains guidelines for the proper balancing of public and private interests.

Designed to protect the identities of confidential sources, subpart (D) covers a wide variety of information, including
information about foreign sources, state, local or other governmental sources and private institutional sources. The
exemption “assures that confidential sources are protected from retaliation in order to prevent the loss of valuable sources
of information.”'*" Exemption 7(D) is properly invoked “whether the confidential source provided information under an
express assurance of confidentiality or under circumstances from which such an assurance could be reasonably inferred.”!+?
Exemption 7(D) continues to be applicable even after the death of the confidential source.'*

\Subpart (E) protects manuals, training tools, law enforcement techniques or any prosecution or investigation guidelines “if
such information could reasonably be expected to risk circumvention of the law.”'** This includes procedures and techniques
used by FBI agents during an investigation, such as instructions to cooperating witnesses, and the amount of money used to
purchase evidence during sting operations.'*

Finally, if the release of information “could reasonably be expected” to cause physical harm to an individual, it is exempt
from disclosure. Subpart (F) can be invoked to withhold the identities of law enforcement agents and confidential informants. 4
“In reviewing matters under Exemption 7(F), court may inquire ‘whether there is some nexus between disclosure and
possible harm.”””'*” The scope of subpart (F) has expanded since the terrorist attacks of September, 2001 to include a variety
of seemingly harmless types of information that, when viewed in the context of the potential for large scale devastation,
could be considered potentially harmful. Such information would include “inundation studies,” a type of study that attempts
to predict the damage caused by large scale flooding and destruction after a dam failure.!*® The agency’s decision to withhold
the information was based on the “reasonable expectation” of harm to those people who live downstream of the dam should
these studies find their way into the hands of terrorists planning an attack.

H. Federally Regulated Banks, § 552(b)(8)

This exemption applies to matters “contained in or related to examination, operating, or condition reports prepared by,
or on behalf of, or for the use of an agency responsible for the regulation or supervision of financial institutions.” This
would include bank examination reports, documents “relating” to these reports, and even internal memoranda containing
information about the status of a federally regulated bank. Just about any record documenting the stability (or lack thereof)
of a federally regulated financial institution is going to be considered exempt from FOIA access.

Even records containing information about financial institutions which are no longer in existence can be withheld from
disclosure under this exemption, to promote cooperation between regulators and current bank officials.'* Documents relating
to cease-and-desist orders that issue after a bank examination have also been found exempt, as are reports documenting
bank compliance with consumer laws and regulations. About the only type of information which can be released under this
exemption are reports prepared by a federal banking agency’s inspector general which detail a significant payout from the
Federal Deposit Insurance Corporation.'*

I. Oil, Gas and Water Wells, § 552(b)(9)

Exemption 9 covers “geological or geophysical information and data, including maps, concerning wells.”!>! Few decisions
applying Exemption 9 have been issued. One court has held that the number, location and depth of uranium drill holes must
be disclosed because such information “falls far short of the technical and scientific information envisioned by Congress.”'>
In contrast, another court applied Exemption 9 to maps showing the locations of publicly-owned water wells.'**

J. Exclusions from the FOIA.

In addition to the nine exemptions discussed above, there are also three “exclusions” to the FOIA. Created by Congress
in 1986, these exclusions provide a mechanism to protect sensitive law enforcement matters. If applicable, the exclusions
allow an agency “to treat the records as not subject to the requirements” of FOIA; the FOIA requester is simply informed
that there are no records responsive to the request.'>* To protect the fact that an exclusion was relied upon, agencies are
directed to match the language of their “no records” exclusion response with the language used by the agency in other FOIA
denials as “it does little to shicld sensitive abstract facts if an agency phrases its response in an exclusion situation in any
way different than usual.””!

If a requester subsequently challenges the agency response by raising a claim regarding the suspected use of an exclusion,
the government’s “standard litigation policy” is to routinely submit an affidavit for in camera review, no matter if an
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exclusion was actually relied upon or not. Where an exclusion has been utilized, the affidavit will state the basis; if an
exclusion has not been invoked, the affidavit will explain that the filing of the affidavit was done to protect the overall
exclusion process, as the government does not want the requester to be able to discern whether an exclusion has been relied
upon by the government’s failure to submit an affidavit in any particular matter. The agency will also “urge the court to issue
a public decision which does not indicate whether it is or is not an actual exclusion case.”'*

A. (c)(1): Under this exclusion, records about an ongoing criminal investigation that fall within Exemption 7(a) are
provided with another layer of secrecy. Under a (¢)(1) exclusion, the agency can pretend that the requested records do not
exist. To qualify for the (c)(1) exclusion, the records must fall within Exemption 7(a) and must be regarding an ongoing
criminal investigation.”” The (¢)(1) exclusion exists to avoid tipping off the subject of the ongoing investigation that would
occur when the (7)(A) exemption was invoked, as agencies are required to disclose their reliance on exemptions. '

B. (¢)(2): This exclusion attempts to anticipate FOIA requests where there is a possibility that the required answer under
Exemption (7)(D) would reveal the identity of a confidential source. The somewhat far-fetched scenario, as outlined by
Attorney General Meese,* involves all members of a criminal conspiracy filing FOIA requests for agency files about
themselves. The agency, by invoking Exemption (7)(D) in only one case — the confidential source — would effectively name
the confidential source to the other members of the conspiracy. Exclusion (c¢)(2) allows the agency to provide a “no records”
response to all requesters, thus preserving the identity of the source.

C. (¢)(3): The final exclusion is limited to records maintained by the FBI, particularly records pertaining to FBI activities
in foreign intelligence, counter-intelligence and against international terrorism. The (c)(3) exclusion allows the FBI to
respond that there are no records responsive to a FOIA request in these areas, again avoiding having to rely upon a public
exemption. !¢

V. THE CIVIL REMEDY - FOIA SUITS IN FEDERAL DISTRICT COURT, § 552(A)(4)(B)

The remedy for a requester denied under the FOIA is a lawsuit in federal district court. The lawsuit may be filed in the
district where the requester resides, where a corporate entity requester has its principal place of business, where the agency
records are located, or in the District of Columbia.'®!

A. Provisions for Attorney’s Fees

The FOIA provides a statutory mechanism for shifting responsibility for plaintiff’s “reasonable attorney fees and other
litigation costs” to the agency if the plaintiff has “substantially prevailed” in the FOIA litigation.'** The district court may
shift these fees and costs at its discretion.'®® Generally, a requester who proceeds without retaining an attorney (pro se) will
not be entitled to recover attorney’s fees.

In 2001, the Supreme Court, interpreting two federal laws containing similar attorney fee-shifting provisions, held that
a party does not “substantially prevail” when the agency voluntarily changes its conduct before entry of a judgment on the
merits or a consent decree.'** In 2002, the United States Court of Appeals for the District of Columbia Circuit applied the
Supreme Court’s ruling to the FOIA.'® As a result, agencies were free to litigate FOIA requests and refuse to turn over
requested documents until a court-ordered disclosure was imminent; the agencies could then simply produce the records
before entry of a judgment and leave FOIA requesters unable to recover their attorney’s fees.

The OPEN Government Act of 2007 effectively reversed the Supreme Court’s holding by statutorily providing that a
complainant has “substantially prevailed” in two circumstances: (1) where the complainant has obtained relief through
a judicial order, or an enforceable written agreement of consent decree;'® or (2) where the agency has voluntarily or
unilaterally changed its position if the complainant’s claim “is not insubstantial.”'®’ In addition, the OPEN Government Act
directs that attorneys fees and litigation costs awarded are no longer to be paid from the Department of Treasury’s Claims
and Judgment Fund, but rather out of agency funds, providing agencies with some financial incentive to comply with the
terms of the FOIA.'®®

B. Reverse FOIA: Chrysler Corp. v. Brown.

Persons and corporations that have submitted information to a federal agency, only to have that information subsequently
subjected to a FOIA request from a third party, have in the past brought suit to prevent such disclosures. This type of suit
is referred to as a “reverse FOIA” claim. In Chrysler Corp. v. Brown,'® the Supreme Court held that jurisdiction could not
be found in the FOIA for “reverse FOIA” claims because the nine statutory exemptions provided are discretionary with the
agency, rather than mandatory. The Court also rejected the argument that jurisdiction could be found under the Trade Secrets
Act, as it is a criminal statute.!” Rather, the Court held that “reverse FOIA” lawsuits may be brought against an agency,
challenging its decision to disclose requested records to a third party, under the provisions of the Administrative Procedure
Act,'”" as an “arbitrary and capricious” abuse of discretion by the agency.

In the reverse FOIA context, the U.S. Court of Appeals for the District of Columbia Circuit has held that information
falling within the scope of Exemption 4 may not be released by the agencies because the exemption is co-extensive with
the prohibition contained in the Trade Secrets Act.!” District court review of agency disclosure decisions in a reverse FOTA
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matter is under a highly deferential standard of review. This means that the district court must usually rely upon the agency’s
administrative record in formulating its decision. District courts may conduct an independent review (termed de novo
review) in cases where the administrative record is “severely defective.”'”® Administrative procedures governing agency’s
responses in the reverse FOIA context are set forth in Executive Order 12,600. This Executive Order requires agencies to
formulate and implement pre-disclosure notification procedures for information, including an opportunity for the party to
object to an agency’s contemplated FOIA disclosure, as well as additional time to seek judicial relief in the event the agency
decides to release the information over the party’s objection.

VI. RECENT STATUTORY AMENDMENTS TO THE FOIA.

The 110th Congress passed amendments to the Freedom of Information Act, creatively titled the “Openness Promotes
Effectiveness in our National Government Act of 2007” (the “OPEN Government Act of 2007”)'"* designed to improve
FOIA administration and implement certain provisions of Executive Order 13,392."° The OPEN Government Act was
signed into law on December 31, 2007 by President George W. Bush. The significant statutory amendments of the OPEN
Government Act are summarized below.

Agency fees for responding to a FOIA request are limited to “reasonable standard charges for document duplication”
when the request is made by “a representative of the news media . . . .”'7® The OPEN Government Act adds broad statutory
definitions for the terms “news” and “representative of the news media.” “The term ‘news’ means information that is about
current events or that would be of current interest to the public” and “the term ‘a representative of the news media’ means
any person or entity that gathers information of potential interest to a segment of the public, uses its editorial skills to turn
the raw materials into a distinct work, and distributes that work to an audience.”'”’

This Section can be seen as a codification of judicial rulings that entities not engaged in what would be considered
traditional news gathering and dissemination — such as the Electronic Privacy Information Center'”® and Tax Analysts'”
— are still eligible for news media status and, thus, reduced fee status for FOIA requests. The OPEN Government Act also
makes a specific provision for members of the alternative media: “as methods of news evolve (for example, the adoption of
the electronic dissemination of newspapers through telecommunication services), such alternative media shall be considered
to be news-media entities.”'® Freelance journalists are considered to be working for a news-media entity and entitled to
reduced fee status “if the journalist can demonstrate a solid basis for expecting publication through that entity, whether or
not the journalist is actually employed by the entity.”!®!

Section 7 of the OPEN Government Act, which applies to requests made on or after December 31, 2008 requires that
agencies assign an individualized tracking number to any FOIA request that will require more than ten days to process.!®?
The agencies are further directed to establish a phone number or Internet site to enable requesters to inquire about the status
of a pending request.'®® In addition, agencies are required to provide the date the request was originally received and an
estimated date that the request will be completed.!®* Section 7 codifies portions of the contents of Executive Order 13,392.

Section 10 of the OPEN Government Act creates a FOIA ombudsman’s office known as the Office of Government
Information Services (OGIS) to assist FOIA requesters with mediation services as a “non-exclusive alternative to litigation.”'®
The OGIS also may, in its discretion, issue “advisory opinions” if mediation did not resolve the dispute.'®¢ The OGIS would
be located within the National Archives and Records Administration.

While the OPEN Act created OGIS, the federal budget process must provide the funding. As of the date of publication,
it is unclear where the funds to operate the office will be found. President Bush’s last budget directed that the office be
funded out of DOJ appropriations.'®” President Bush proposed that the OGIS, which was created to mediate FOIA disputes
between the government and the public, should be located — and paid for — within the same agency (DOJ) that is in charge
of defending the government from FOIA lawsuits.'®

As of the date of publication of this chapter, no federal appellate decision had been issued dealing with the substantive
provisions of the OPEN Government Act of 2007. Several district courts have been asked to decide whether the new
attorney’s fee provisions (allowing for recovery of attorney’s fees after a voluntary change in agency position) applies to
FOIA requests that were still pending when the bill was signed on December 31, 2007. To date, the district courts are split
on the issue. In Missouri, the United States District Court for the Western District held that the OPEN Government Act’s
attorney’s fee provision is not retroactive and, thus, applies only to FOIA requests made after December 31, 2007.'%
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